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@ HIGHT(HIGh security and light weigHT)+= v]wA 7HA4st &
Ato 2 wE USst B3535) 7153 Alsoi 32bits, 64bits,
128bits 5% F7|5 7Kl 85 4= dalZigolo)
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= ol—i ?2}_]1 Zz0g /\]]]—Edﬂ_-. EO]‘ }\}Eo]au](loT) 1@
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71521 ISO/IEC ¥ IETFOlA =A E‘% Yo dalE BEOR
N1 Pel=y

[
AL
OjA
=2
H
il
nx
OEI
|0
Hu
N
Jal

[19~20] L‘-P°% e gue|Ee| 7| & 4o nHolct =

e 2l

S0l B2,
-37H9| E, N
'7H°|9| D, N

IA-'-HH-’F(LCM Least Common Multiple)
Z| | & 2k~(GCD, Greatest Common Division)

A 1 1 N& Fshct
ot 7= pt g et (pe g A
N =pXgq

oA 2 LE F

p

o

=

-1) (L& p-1it g-19] FAFuja)
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L = LCM(p-1,
A 3: EE T
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19. 912 7| 4 M4 NYS NS s YV2IFOR I
~EE H2?

@ ECC @ RSA ® ElGamal @ Diffie-Hellman

20. Ct=S2F Zo| 2 Alo| o2 mf 9o &ts e[Fe|
7| 4 MM I™o| o2t E M2 2dgstsic) g2 Cof
EIQE 22 A2?
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1. Linux2l i-nodeZ} 7HX|11 UX| g2 ME=?
© mAdo] olF @ mAdo] 93
@ mAdo] g3 o @ Upx|erog 7= A|I7F

2. IANAZE H3H A TP T2 ARSsP|oll 28X g2 A
® 10.0.0.0 - 10.255.255.255
®@ 172.16.0.0 - 172.31.255.255

rlo
=)

® 192.168.0.0 - 192.168.255.255
@ 220.83.33.0 - 220.83.33.255
3. B2 O=olM Windows ZiAF Mol Ztet Myo=Z JiE
MAHSHK| g2 Ad=2?
ENEE IR E - o X
oIer A E7Vv =2%EH
o 2@ = HE
& 2ot 4 NPT
a A% EH M A A ZHAL
via2E BN EEEER(S)
3 M3 A% 212 o/ie 24 ©
o AR AT ETE ABE AFE ZHAL
a =0t M et ke a o
1= 20H0] ZEE Windows Def Elai!iaol :::;iﬂwl_ au
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Y 7] A A2 O[HIE ZHAL
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© O A% T2 ZAb: ALSR A EE 2F0] A/ /AR,
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o X

© © AN 21 oIS A} 1 AR} R B AL, 2} 4
A AR AR £ EZJAE MRS HAskIE 7F QAEIAS 7t

Xfic
® © 21& oMIE 7} : 7 AgAF 21wk 2aQm 9
AHAES 7PA}8}E}

®© =2 31 B LA YL U A % Y

4. NAT(Network Address Translation) 7|&o0f &8t Md3do
= 7|.II- X—II—I |-I| oI-C> 7407
@ NAT:= APH [P Z40 291 IP 242 A2 0f
@ NAT= IPv4 4 i@% 2 ok 4 Qo
® NATE AREsSHH UEYE {27t P
@ NATS ARSI UIR AARIS] YEQIT RS wESHA]
U HOMY oS Algeit

ok,
o]
o
>
S
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5. APT(Advanced Persistent Threat) =224 9|2 7}&F MAsH A
=?

@ AR 90| WS Adstel ghino) Effme fu
71AL FIoRE AE otgsto] B2 A,

@ SRR U5 A1 So| gmElo} AAOR Elo] ojRojrlL
Qe the Algxle] AlHS F1RAN WEo A% glo] sl
/\‘"1@] og E}\ ;]»q_

® BAAE 3ANS S5ty HENIA AE APE o}

e AR AL

6. tlo[el &3 AZel =z

Fo2 HEA o
HHsE FaE K HEs He?

M AlZE= bbytes F7(9
20 Fe=2 Z mjojct

o —
O =9 4 @ =9 #&
Q@ IP F @ LE Z4
7. S AAFEQ| HIZE Qoll S0iZE I HEH HERS
S40| gl 5 e &R Vi HEs A2?

void

{

#include <stdio.h>

main()

char buffer[100];

[ 8 J(buffer);

printf(“%s\n”,buffer);
}
@ viscanf ® strncat
® gets @ snprintf

8. DoS =Zof| st Moz J1A MAMSIX| g HE?

Flooding 542 0@l SYN mjj7lZ H&sto] A|ARQ]
H3HE WA,

@ Teardrop 542 17l ©HILE o]&5l= S408 AJHA

® SYN

]:HE'.

RAFslo] ZASI)

® Smurf 342 IGMP m7lS AR&SHo] 545 4988t
of death 5742 ping= ©|&sto W7lS Y Z7|E0
AR} 65,535H0]E) THe0] A&5H= ZAo]ct,

@ Ping

9. Windows EX|AEZ| FEF

=7

o Ret Myom Jis Mt A

B X ~sR HYY| - O X
oE HEE 27y SAR7I@) ESYUH)
HEF
v Rz o)g 3% o0/ &
HKEY_CLASSES_ROOT
HKEY_CURRENT_USER
HKEY_LOCAL_MACHINE
HKEY_USERS
HKEY_CURRENT_CONFIG < >

® HKEY_CLASSES_ROOT : mo] 7} &7glol tjst /g wo}
dif =23 71o] AZof et FES At

@ HKEY_CURRENT_USER : A|2H! T KA HJHS A4S

@ HKEY_USERS : & 2.2 = A}gxle} 2% gjo]efqt xﬁ

A

@ HKEY_CURRENT_CONFIG :

o

AXE st=ofe} StEHlE +

SA71E Ol Bach Eefoly AR digh FRE ARt
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D ICMP Parameter Problem WJA]A]

@ ICMP Echo Request HA]X]

® ICMP Time Exceeded WA|X]

@ ICMP Destination Unreachable HA]A]
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. FMEH Hot J]sof kst *E*E'éo
@ WPA2= CCMPE Al&sto] 74
@ WEP(Wired Equivalent anacy)t

dlole} esat wAlolc,
® WPA(Wi-Fi Protected Access)= TKIP H}Al-S A}85H}

@ WPA-PSK= 52 QIEAW7L AAIEA] e 478 HEY
oA AREE= BAlol.

12, o2 82 HIZt 02 HEojE Adst Zrte| dFolct
HIZE Qo S01Z B0z £2 A27

B E8 =5nE - a X
Microsoft Windows [Version 10.0.19045.2604] A
(c) Microsoft Corporation. All rights reserved.
C'WUsersWuser>www.pt;:?c-(;.r_:n.kr
Al 308 ool ]
WWW DU 7.83.271(e)2 2= d2 F£H:
1 2 ms 1 ms I ms 172.22.100.130
2 8 ms 2 ms 2 ms 192.168.102.249
3 1 ms 1 ms <l ms 192.168.102.2
4 * * ® QA Al7to| 9t =51},
5 1 ms 1 ms 3 ms . 4.33
B 1 ms 2 ms 1 ms 7277724 34,185
N * * * Q& AlZho| QIR 2 &Lt
8 5 ms 4 ms 6 ms 2777 147.34
9 7 ms 6 ms 6 ms 2772 7.53.202
10 * * * RF A0 PR EASH CL
I * * * S8 AZho] Sle =G
19 x * * RE Alzio] grEEUFL ).
20 * * * 2% Algo] ttg E UL}
21 *
@ ping @ ipconfig
® netstat @ tracert
13. Linuxe| S AHshol| st dyo= TR MEsIK| g2 A
=7
@ Sticky bit7} A7 qa‘Eﬂh /tmpo]tt.
® SetUDE 4% Bgto] Qi o] BYY 49 At Sz
Elalas
® SetGID7} HoiH oA A7 159 A3Y Heto] xoM s2 ©
72151 /\ O]]:I-
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14. 1Pv4 o7l 5ol 2ot dHo 2 TR HESIK | n2?

@ Version : [P T2 &F9] HA-g oJulstty 7+ 11110]ct

@ TTL(Time to Live) : 2F2HE sht AI'G UHD}D} TTL ol 1
X FolS, 1 o] 00| €7l sig Wzle Wolet

® Protocol : IP 7E9] ME|AZ ARSH= AJo]A|50] mREZES
JolRict.

@ Header Checksum : d|c]of] Tj3t Q2-7ALRO 2 ARRE|=
Lol

15, Z2MATF ALEshs M =22 St et Yoz JHY

X-IX-I |_7(| _% .{o'p
@ Text F9 @ 71t 27171 7heet goln], 28 =t
A
@ Stack g% : 20 Sk LﬂOﬂH AF8Sk= A|HS7 AVYECE
@ Heap F9 : 2T A & tR2els sAo= st 4

9] o] gejo] BIck

=2 O
@ Data 99 : FANLZ HASH A9 Hef47} AgEC

16. k22 0l ER(evil twin)
of S0{Z Z0{E SHI=H|

o2 Efl(evil twin) 374 TARE FEIAA HAE 2
YEQT (@ )9 (© )l/at Ut B2 0183t} AHEAIE)
R42 QU3 W, o159 32 U FUN YN B

Holc}.

SZof et dgolch G ©
mx|e He?

@) ©
@ AP(Access Point) SSID
@ AP(Access Point) MAC
® [P(Internet Protocol) SSID
@ [P(Internet Protocol) MAC
17. VPN(Virtual Private Network)oll &8t Moz J|aF MA

S| g2 A2?

@ SSL VPNE # o] A7t glojw Aualor]z o] 7k=3lch

@ L2TPL} PPTPQ} 7k 2A|& Elde] m2 E3 S ARRSE 4 Qi)

@ [PSecd] HEREE [P 3HE 2T FA P 7ls F=stst
o] &2ttt

@ IPSec VPNS 8r85}17| QoA 287%0] 2xo] HlEA] =
fokej

18. IDS(Intrusion Detection System) 7ol Ztst
71 MASE A2?

@ o)/J&X|(anomaly) 7|'H2 540 gt A| YA S
o|Aglsto] AUAN] sy} o o
sty

@ Q-8&X|(misuse) 7| A|=Ho] 5240 j-go] golslct.

@ O]/\]'EJ‘K](anomaly) 7]‘:"10 X‘]/\}K‘]O }\]'EHE 7]_|_._E_ OHO [LH
4% Hals ERBIATE QERS(false positive)o] =2 FAPIS

cllo]EfH]
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JHRI3L Qe
@ Q&G A](misuse) 7182 AETH A =4 YHT= A
ettt
19. CHSOIA Mstn U= B wWoz 8x gle He?
Z2EZO QF Ao 7es U&sk= Aoz, TCP m7l9
AlEA GHE ZANSo] FAT1go] YEEARl Aedyt a4
ASSHeS oz A28 S 12A7]E gAol
@ Boink 34 ® Land 34
® Bonk 54 @ Teardrop 54
20, HTTP Alefzicoll B3t Moz sk MEsX| gk %27
@ 200 OK : AMu{e] Q7o 453t ZZ YERdT

@ 403 Forbidden : Z2}o|AE7F QAJSH AW HIS AHHRIT

@ 404 Not Found : Z=to]EZ} Q79 AH{o] Ho]x|7} EAY
o]—7§] O]“—

A7t Zejololee] aRe A3

@ 500 Internal Server Error :
5F A 01O
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@ 29 TP} = 4R Selliold
® £40 #A7} h2ul Yefold Avjoke 2.

[colEyo] A&

1. =2|8 Hlo|e] =&l M(logical data independence)zt =C|
X H|o|e| =& M(physical data independence)ol| st A
D4°§ 7te MEsHK| e AH2?

O =214 HolH =342 79 A7]npt jiAEde o oF ~

7)ol = kS O|x| =2 XYt}

T=Z X
@ 2e)Al Hole AP YR A7jopt wasllw Jid A7]ojo]
2710} Ajoje] Ap

TS URA] L= XY

® =gJA foly =342 94?— 2710} 71
‘J(mapping)o]| 2Jsf] A=

@ =28 goly %EWS s o_i_au
Ho]- 'LL]'O]—] X—]__L S
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2. IfAAAE(file system)Z} H|wE
A MAMSHK| k2 7H2?
@ Hlole} YL 9xsict
@ Holg 55742 BIEA] A7t
@ Hlojg 541, Hot EA Ao 52 48t
@ Hlolg =342 aRIsitt.

I:IE'.

mf DBMSS| HESZ I}

3. A|AE FIEFZ O(system catalog)2ll T =2/ CIO|E] A}
M (data dictionary)e| MZHESZ JIE MASHK| Q2
A7

@ Zefold ol W &4
_\?_7&1\-1 xﬂokx}]

® Zefo]d A7|uto)] AR &%= glo]E 9] A%t

@ 2710} Ato]e] AP (mapping) &

4. RAID(Redundant Arrays of Independent Disk)oll &gt A
o=z 7|.7E|- K-Ix-l |_7(| oI-S He?

@ RAID 02 o29] HlolelE ZIx] ¢fal, H|o]§Q] 784lo] F-=3l
Al GoJUA] ottt

@ RAID 12 sho] Eajo|8rF U & OF EefolHE &
off 5+ & glth

® RAID 32 o3| A& 242 Holl Bl mj2]g|(parity) =2t

0|55 AFgalct,
@ RAID 5t ®eo] mf2]g] Sofold il RE Sejoluo] g

2Je] AE2 ol 715 sk S0l
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5. B-E2|, B-E2|, B-Eel 28 HYoR I MY
e zie?
© B-E2oH 2|xleaf) =E5L B 2AHOR EIIER
AzElo] gk
@ B'-E2it 7wt $o] Wwg Fol7| 95} AL}
® B'-E2jolA] 3wt 9] gl 7] PSS QEAROI,

@ B-Eg]oA] BE ajxl 72 af¥l(level)o]r}.

o

HioE] Meojofof mHst MEoZ JhA MAESHA| ghe Z4e?
@ CREATEE: Hlo|21} HE Agxga}t ©¥2jojo]ct.

@ DROPS EJo|23} B2 Aot Hololtt

O TRUNCKTE Hol2 Jelste 3ololch

@ RENAMES Elo]2 o] 2 WHsts ®aololct

7. T Thaol oMK F mBHHE0| MBlsiR| e He?
O¥IE  OuNT  OANEY @ AT

8. £hel 2afolM SHof met Muoz JiE M He?
D 5% 0|29 $452 71 2 Ut

@ 7t 29°] gre =ojlo] Ao A
dagi(erkholoo} Sk

S ] T ke By

9. clge 2HMe| BRo| T Muolch O~@olM M
she 2ZMe| ZRIt vl2A| BX|0f7l A7
@ 712712 #4951 oHat &3¢ NULL olAd 3
2312 7P 3 gt
© 73 Hole] EfR), o], & gio] LYY AIslolof Ik
© Azst Yejopie) dRplol A Peole] Zferle] =
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© W Ry AR RAY =i Ay
® RESEY o0 22y A 2R
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@ =AY AR A W REd

10. 2[2§7|(foreign key)2| E&oi| #ot MHo= Jt& M5

A 2 A2

O Qlg71ol= NULL bt 554 50l s&%o.

@ st Feflo]do] Qef7]7t of2] 7§ EARE & QU

® Q2li7|&= 7|27 |(primary key)?] 44d @47} & 4 Qloh
@ Q7] AR Al Xk defloldy} AxEls dejolde tart,

11. 2 cH=ee| ek Zish odAERte] 21l 2l2i|0[442| cardinality

= 7|.7EI- X-IX-IO|.)(| I-% Zj%?
gl x1st H ALK} cardinality

O FALR UY) R US| = IRl +[9]

@ IR NY) IR N S| = MIN{IR|, IS[}

® AAYER -9) R -S| =[S

@ 7EM Z=2EER XS R X 9= R XS

12. E2|H(trigger)oll &t Mmooz T MASIX| 22 A2?

O EgjH+= glo]gl9] W7ol Aid mf Aizo=z AlSiE= &
2A|X{o]T},

@ EH+= A, AAl, 7841 A(BEFORE)o o &/dste
% ok

® Eg]7x SELECTO] tjsjAls o]HIEZ} WAGHK] Qb=r}.

@ Epig AgsI sije] Pelolo] R o) T efois
W3Y 4 9k

13. JungO| Mot Ct2 FAM HlO|S0l w2t 2f ARSAPE 2
A == Aslol BeH MHOZ Jba HESA| ge US?
SQL &

Jung®] | GRANT SELECT, INSERT, DELETE ON %.A]
UstRol TO Son, Han WITH GRANT OPTION;
Sffqu GRANT SELECT, DELETE ON 24} TO Lee;
1_1__|—

@ Jung> FA] Hlo]5o UPDATE & 4 Qle dgho] .

@ Son §A] Hlo]2o]] INSERT & 4+ Ql= dgto] Qlch

@ Han2 FA] Ho]5o SELECT & 4 Sl= dgto] 3l

@ Leex F4] Hlol2of INSERT & 4 Q= Heto] it
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14. ot SQL &2 H|o|= DEPT2t EMPO| H
Hols HEZ2| Eo[E EMPOlA ZHXE §§(row)2 ET

e A2? (¢

SQL &
CREATE TABLE DEPT (

PRIMARY KEY(DID));
CREATE TABLE EMP (

PRIMARY KEY(ENO),
FOREIGN KEY(DID) REFERENCES DEPT(DID),
CHECK(YEAR > 1970 AND YEAR < 2000));

golE ZH¥
DEPT EMP
DID | DNAME ENO | ENAME | YEAR| DID
A QAP | & 1 | o]&Al | 1960 A
B 208 | ©| 2 | 982 1980 | NULL
C d92 | ©| 3 | 2= | 1977 D
@| 4 NULL 1995 B
© [NULL| £9-32 | 1999 B

© 0O@® @

® OXBEE)

15. Ck& J3o Z2 2(log) 7I8E 7HKl= 4719l Ea™
M(T~T)2 77| fIst YaldkHo| e 3|57(He
2 SHEEA ®X|{F AH2?

EHAMT) 7:-“:’&* )\Ii%'.ﬂ’é! > Time

T o)

T2 ——

T3 O

Ta o
SA] 7841 A|A 7841

@ UNDO : Ty REDO : T,

@  REDO : Ts REDO : Tj

®  UNDO : T; REDO : Ty

@ REDO : Ty REDO : T;

16. Ee|_H7c_|-|M|_:|o| =A|Mof| 2isH Mooz J1RF MASEX| o_l-% He?

@ 224 2FJ(two phase locking)S AFESHH O ==Hdeadlock)
QA2 WsIA] Fect

@ dlo]E{ol sR=Hshared lock)o] A= QIHH T EsHAIA9]
zoat oA 38s)e ot

® &+ 7l ool EfAFo] ZZ x}Ale] flolEjo] djsto =
S5k Aoy clojele] cistol ke @Sk sl
A,

@ ZHlock)}Z AHEsHH
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2

781185 (lost update) AIIE SiAS

17. SQL Fview)2| SA0]| 25t ModoZ TR MASKK| 2 Z42?

@© B7F o=l 712 glolS{base table)o] AAEH HE AFzAoZ
A7t

@ A|2Hl 7R 70 A7

B sit ool 712 Eoj2oaet Qe A Hololc,

@ INSERT, UPDATE, DELETE 59| DML A¢l2 73%of w2t
YA e
18 22(0|M R(A B, C, D)= CIST} 22 3% ZaA
(functional dependency)0| MZ L @z ©2 &30 2
S S gE N2 S
— %Q. J—
o] RO O Zeold R H A3
SIAK] EAA] © FoldE taxt Ho
ST Rolghe o Bed Rols
A—B, B~>C, C-D Rl et
RI(A, B, C), R2(C, D)
Q ©
©  AEAE A FolE UESH] o2
@  A28A3 R Rols UEy
©®  A2EAE R TolE UESHA] o2
@  ABEAT TR Rols UEY
19. Ct2 GIO|E{H[O]A FEOIA “Z/glo] 5 ofafel FA{Q|
MY O FM a5 A F 5047+ 40,000,000 ofak
ol 2ol & 7“”0%— SQL Aoz =l saL =
oM O ©oll 5012 2% Esiez JI& MEsH A2?
glolE# ol & FH
eoj | JHATHPK), 0I5, TRFNUS(FK). Foi)
A (EAHSE(PK), £XF, AFRA
A | ZRRAHE o] ZRste A9 BANS

SELECT B.FAH, COUNT(x

FROM A1 as A, ¥A] as B

WHERE @)

AND A.2¢] >= 40000000

AND A Z2E2MqHS IN (SELECT C.EREAHS
FROM Ehﬂ as C
GROUP BY C.2H5EAHT
HAVING COUNT(*) > 4)

Q ©

B.EAHE=A DU XJHS
BEAME-A 2O S
BEAME-C 20HAH S
BEAME-C 20HAH S

® e

20. EPO HlOIEﬂﬂﬂOl E

FEAM x—||0h7c7-|
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GROUP BY B.BA{fHS
ORDER BY B.R#AH3S
GROUP BY B.RAH3S
ORDER BY B.REAHS
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LP—Z—CQXiZA"_ZF.LO._'%EI%EI =S Set i'—l% 10 e 52 7. FRR(False Rejection Rate)} FAR(False Acceptance
BFE rdsis dSv[Hez I A A=2? Rate)2 MAOIZ 7|&o| MetMg LIEMACE M5 Al
O h QIR H(KISA) AHlof et dH = JHE MESHK| g2 A=
@ 7 H-SAI%1S A3 (KAIT) O AREAF HeJdE Q4 7% FRRo] Hopzltt.
® T=HEFA7=HE|(TTA) @ AREAT HeYdE Q4 7% FARO] FopAltt.
@ 7HQI7d H ¥ 2 3| (OPA) ® AlARIe] HOMVdE 7t 7% FRRo| Hopzlt).
@ Al2”le] Bobgg ZJslar 79 FARO| WolAlrh
3. MEHS A|AR olF0]| 25t MO Z J1E MASIK| Q2 Z42?

O JEES AAR] PR JHES A|AH [lEs Atsoz
Hrksto] Alg)de &Hsh] st QISA ot

@ TCSEC Hol &2 M43 /e off 50| &= JHES
= Q502 I 5g0] Y2 DEH AZA] Qi

@ ITSECE +GAAILt ARIE H7F7] Y5t 988 ARlez 7]
W, F24, 78S O 715 B5 S 2] BUIs

@ TCSECH} ITSECY] TS BAStuAL AA ZF=ola] ARRE=
oot ot A]3AE 23eh TOE Q152 Huw s Ao ojjst

g5 Ql5o|ct

Al

4. WSHSTAIARO| 2ot MHOR by RHSIR| g2 A
Ato]

@ Mirror APPJE= RTO % RPO EHoA 71 AVdst
1%} XJolE} @l of58}2 Aasli HolEol AL AXRE
£715sict,

@ Hot AlO]Ex= 2 Ad{et BB MBS Active-Active A2 &
Asto] & AEE T2 AelehL W Asle 295t 2t
AEIR oj7]3HE.

® Warm AolEL FQ3 QR 94X Wl Ao]ES PSR-
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